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Common C Dynamic Memory Management Errors 
 

 
Proper Sequence 
 
int *pi; 

... 

pi = (int*)malloc(sizeof(int)); 

... 

*pi = 5; 

... 

free(pi); 

... 

 

Memory Leak (alias Garbage Creation) 
 
int *pi; 

... 

pi = (int*)malloc(sizeof(int)); 

... 

*pi = 5; 

... 

pi = someothervalue; 
... 

 

Dangling Pointer (alias Dangling Reference) 
 
int *pi; 

... 

pi = (int*)malloc(sizeof(int)); 

... 

*pi = 5; 

... 

free(pi); 

... 

*pi = 6; 

... 

 

Dangling Pointer (Indirect) 
 
int *pi1; 

int *pi2; 

... 

pi1 = (int*)malloc(sizeof(int)); 

... 

*pi1 = 5; 

... 

pi2 = pi1; 

... 

free(pi1); 

... 

*pi2 = 6; 

... 

 

 

 

 

 

 

 

Double Free 
 
int *pi; 

... 

pi = (int*)malloc(sizeof(int)); 

... 

*pi = 5; 

... 

free(pi); 

... 

free(pi); 

... 

 

 

Double Free (Indirect) 
 
int *pi1; 

int *pi2; 

... 

pi1 = (int*)malloc(sizeof(int)); 

... 

*pi1 = 5; 

... 

pi2 = pi1; 

... 

free(pi1); 

... 

free(pi2); 

... 

 

Improper Expansion (for NULL return) 

 
int *pi; 

... 

pi = (int*)calloc(5, sizeof(int)); 

... 

pi = realloc(pi, 10 * sizeof(int)); 

... 

*(pi+5) = 7; 

... 

free(pi); 

... 

 

Improper Expansion (for new pointer return) 

 
int *pi; 

... 

pi = (int*)calloc(5, sizeof(int)); 

... 

realloc(pi, 10 * sizeof(int)); 

... 

*(pi+5) = 7; 

... 

free(pi); 

... 
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