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Structure Abstraction

• Generalize predicate abstraction to parameterized programs using structures
main():

1 s := 0
2   t := 0
3   while (*)
4     fork thread

thread():
5   local m = t++
6   assume (s == m)
7   // Critical Section
8   s++
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Sequential vs Parameterized Programs

Sequential Parameterized
State Space Sets of predicates Finite Relational Structures
Subsumption Subset Structure Embedding
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Structures

• Finite relational structure !,ℛ :
• ! : finite universe of elements
• ℛ : finite set of relations over elements of !

• Examples:
• State abstractions of multi-threaded programs
• Graph ≡ %, &'(&
• NFA ≡ ), {+,-./, 01.21} ∪ ∆6: . ∈ Σ
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Structures

! ≝ 1,2,3,4,5 , )*+,*, -./+0, ∆2, ∆3
where:

)*+,* ≝ 1
-./+0 ≝ 4

∆2 ≝ 1,2 , 1,5 , 3,1 , 4.5 , 5,4
∆3 ≝ 1,3 , 1,4 , 2,1 , 4,4 , 5,5

4

2 1 3

5 55

5 5

5
+

+

+ +
+
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Structure Embedding

2

! ≝ 1,2,3,4 , (!, )!, *!

1
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!:

(! ≝ 1
)! ≝ 1,2 , 1,3
*! ≝ 3,4
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2
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Structure Embedding Problem

• Given two structures ! and ", is there an injective homomorphism 
from ! to "?
• Is NP-complete
• Generalizes subgraph isomorphism

• Verifying a program using structure abstraction
• May take thousands of embedding instances
• Most instances are small
• Many instances are monadic
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MatchEmbeds
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MatchEmbeds

• Solves the structure embedding problem
• Polytime for monadic case reduction to bipartite graph matching
• Quick for instances from verification

• Backtracking Search
• Construct bipartite graph
• Globally searches over space of total matchings
• Locally chooses edges in a matching to direct search
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Bipartite Graphs

• Bipartite Graphs, ! = #, %, &
• # and % are disjoint
• & ⊆ #×%
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• # and % are disjoint
• & ⊆ #×%

• Matching, ) ⊆ &
• Each vertex is incident to at most one edge in )
• Maximum matching – highest cardinality
• Total matching – all vertices in U incident to )
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Monadic Case

! ≝ 1,2,3 , '!, (!
'! ≝ 1
(! ≝ 2,3
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Monadic Case

• Structures, ! and ", where each relation has arity 1
• Signature Graph ($%& !," )
• Draws edges from ) to * if ) may map to *
• Total matchings on $%& !," are embeddings

• Structure embedding takes +( , - , + - ) [Hopcroft and Karp. 1973]

17



General Case

18

2

1

3

4

4

1

5

2

3

!

!

!

!

!

" " "

# $



General Case

1

2

4

!
1

3

5

"

3

2

4

#, % #, %

#, %

%, &

%

%, &

%

%, &

&

2

1

3

4

4

1

5

2

3

%

%

%

%

%

& & &

' (

18



General Case

1

2

4

!
1

3

5

"

3

2

4

#, % #, %

#, %

%, &

%

%, &

%

%, &

&

'( ≝ 1,1 , 2,4 , 3,2 , 4,5
/0 ≝ 1, 1 , 0, 2 , 3, 4 , 2, 0
'5 ≝ 1,3 , 2,4 , 3,2 , 4,5
'6 ≝ 1,3 , 2,4 , 3,5 , 4,2
'7 ≝ 1,1 , 2,3 , 3,2 , 4,5
'8 ≝ 1,1 , 2,3 , 3,5 , 4,2
'9 ≝ 1,3 , 2,1 , 3,2 , 4,5
': ≝ 1,3 , 2,1 , 3,5 , 4,2

2

1

3

4

4

1

5

2

3

%

%

%

%

%

& & &

; <

18



MatchEmbeds

• Inspired by monadic reduction to bipartite graph matching
• If ! is a structure embedding then ! ⊆ # is a total matching of $%& ',)
• Ensures monadic case remains polytime

• Backtracking search algorithm over total matchings
1. Remove inconsistent edges from graph
2. Compute maximum matching
3. Check for conflicts
4. Decide on edges in matching and recurse
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Maximum Consistent Sub-Graph
Goals:
• Reduce search space
• Remove inconsistent edges

• Preserve embeddings
• Efficiently Computable !(#$)
• Fixpoint Algorithm1
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• Repeat until consistent

∧ 2,4 ∈ 4

but 3,4 ∉ 4
but 3,5 ∉ 4
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• Compute consistent sub-graph



MatchEmbeds

1

2

4

!
1

3

5

"

3

2

4

#, % #, %

#, %

%, &

%

%, &

%

%, &

&

Compute Matching
'( ≝ 1,1 , 2,4 , 3,5 , 4,2
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Compute Conflict Set
'( ≝ 1,1 , 2,4 , 3,5 , 4,2

/0123456('() ≝ ∅
'( is an Embedding
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MatchEmbeds Algorithm

!"#$%&'# ()*(+,(.)
. ← 123456(.)
7 ← )89&)")_)8%$;&#<(.)
&= 7 ≠ .. @ %;(#
A(%"A# =8B,(

(#+
&= 1C 2D EF 5GH5II2FJ %;(#
A(%"A# %A"(

(#+
K535L4 E I5L2D2MF E, H ∈ 7
&= ()*(+,(.\ Q, R ∈ S: Q = E 9'A R = H ) %;(#
A(%"A# %A"(

(B,(
A(%"A# ()*(+,(.\ E, H )

(#+
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MatchEmbeds for Program verification

• Used for pruning state space exploration of parameterized programs
• Parameterized program states abstracted as structures
• Check if the current state is subsumed by a previously explored state
• Can we do better than a brute force search?

!"

!#

!$

!%

!& !' ⋯
!% embeds !&
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Multi-Source Single-Target Embeddings

• Check if some ! ∈ #$% in a set of structures embeds into &
• Key idea: no need to check all such structures
• Map each ! to '(!) ∈ ℕ+ (for some ,)

• Crucial property: if ! embeds into & then '(!) ≤ '(&)
• Store structures in a .-, tree
• Use range queries on .-, tree and test returned structures

31



Experiments

• Is MatchEmbeds Practical?
• Compared to CSP, SAT, and Graph Isomorphism Solvers:

32
[Schulte et al. 2018]1 [Veksler and Strichman. 2015]2 [Perron. 1011]3 [Biere. 2013]4

[Soos and Nohl. 2010]5 [Cordella et al. 2004]6 [McCreesh and Prosser. 2015]7

Lingeling4

Cryptominisat5

VF26

Glasgow7

Gecode1

HaifaCSP2

OrTools3

CSP SAT Subgraph Isomorphism



Experiments

• Is MatchEmbeds Practical?
• Compared to CSP, SAT, and Graph Isomorphism Solvers: …
• Does it improve performance of our client model checker (proof-of-concept 

implementation of Proof Spaces1)?
• Does the !-" tree of structures improve Proof Spaces?

• Can MatchEmbeds solve difficult problem instances?

33
[Farzan et al. 2016]1



Experiment Count Threads

main():
count = 0
for i = 1 to N:
fork thread

assert(count≤ N)

thread():
count = count+1

34

Using "-d Tree

Brute-force

Cactus Plot:
#-axis: # of threads
$-axis: Time to verify



Experiment Secret Sharing

main():
from = 0
while (*)
local secret = *
assume(secret > 0)
for i = 1 to N:
to = secret
fork thread
while (to > 0): skip
if (from > 0):
assert(from == secret)

thread():
local m = to
to = 0
from = m
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Experiments

• Is MatchEmbeds Practical?
• Compared to CSP, SAT, and Graph Isomorphism Solvers: …
• Does it improve performance of our client model checker (proof-of-concept 

implementation of Proof Spaces1)?
• Does the !-" structure improve Proof Spaces?

• Can MatchEmbeds solve difficult problem instances?

36
[Farzan et al. 2016]1



Experiment Random Structures

• Our previous model-checking examples lead to “easy” instances
• Generate random structures
• Hard instances are hard to find1

• Generalize method for hard subgraph isomorphisms2 to structure embeddings

37[Cheeseman et al. 1991]1 [McCreesh et al. 2016]2



Experiment Random Monadic Structures

• |A| = 40, |B| = 50
• 3 monadic predicates
• Generate 100 instances
• 53 positive embeddings
• 47 negative embeddings

• MatchEmbeds & HaifaCSP1

• Polytime monadic instances

38

[Régin. 1994]1



Experiment Random Binary Structures

• |A| = 20, |B| = 30
• 3 monadic, 3 binary predicates
• 100 Instances
• 46 positive embeddings
• 49 negative embeddings
• 5 unsolved embeddings
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Experiment Random Ternary Structures

• |A| = 10, |B| = 30
• 3 monadic, 3 binary, and

3 ternary predicates
• 100 Instances
• 35 positive embeddings
• 32 negative embeddings
• 33 unsolved embeddings
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Summary

• MatchEmbeds: a practical algorithm for the structure embedding problem
• Polytime for monadic instances
• 1-2 orders of magnitude faster than SMT/CSP/Graph-Isomorphism
• Proof space clients scale to ~twice as many threads

• Key ideas:
• Search over the space of total matchings in a bipartite graph
• Speed up single-source, multi-target queries using k-d trees
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